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Amendments To The Claims 



The listing of claims presented below will replace all prior versions, and listings, 
of claims in the application. 

Listing of claims: 

1 . (Currently Amended) A method for realizing data security storage and algorithm 

storage by means of ^semiconductor memory device, wherein comprising a 
s e miconductor memory dev i ce, the semiconductor memory device comprising 
comprises a controller module as well as a_universal interface module and a 
semiconductor storage medium module electrically connected with the controller 
module, respectively, characterized in that the method of data ooourity s torage 
comprises the steps of: 

dividing the semiconductor storage medium module into at least two logic 
memory spaces; 

using at least one of the logic memory spaces for storing the-data to be ; 
protected; 

. setting up and storing a password[[s]] for the semiconductor memory device and/ < 
said at least one logic memory space; 

certifying the password before read/write operation; 

when writing the data to be protected in the semiconductor memory device, the 
controller module receiving the data from the universal interface and, after encryption 
encrypting t he data, storing [ptfl the encrypted data in the semiconductor storage 
medium module; and 

when reading the data to be protected from the semiconductor memory device, 
the controller module decrypting the data and transmitting the decrypted data via 
ffaTl the universal interface^ 

wherein at least one of the logic memory spaces is used for storing an 
algorithm, the controller module executes a designated algorithm according to 
input data from the universal Interface and transmits a result of the execution via 
the universal interface. 
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2. (Canceled) 

3. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1, 
characterized in that the semiconductor storage media -medium module may-be 
comprises a storage medium, or a combination^]] of at least two storage media. 

4. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1, 
characterized in that the semiconductor memory device and[[/orJ] said at least one logic 
memory space set up at least two levels of users passwords. 

5. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 4, 
characterized in that certification of user passwords may^be-is implemented before ! >. 
Hthe ]]operation in all logic memory spaces, and it may aloo be implemented or 
before Hthe Jjoperation in the logic memory spaces storing the data to be protected. 

6. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1, 4 or 5, 
characterized by setting up a database, and conducting [[the ]]access and[[/or]] 
authority management to the data to be protected by way of the database. 

7. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 6, 
characterized in that the authority authorition nompriQ^g readin g authority, writing 
authority , modifying_authority, deleting authority and executing authorities authority , 
each authority having the meaning of: 

Reading authority, only allowing reading record data in the database; 

Writing authority: only allowing writing new data in the database, but not covering 
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the record data with the same record title; 

Modifying authority: only allowing writing data in the database and covering the 
record data with the same record title; 

Deleting authority: allowing deleting the database or [[the Brecords therein; 

Executing authority: allowing executing record codes in the database, which is an 
authority with respect to written data of a setf-defined algorithm or function code and it 
is normally invalid to designate anexecuting authority for normal record data. 

8. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1 , 
characterized in that at least one of the logic memory spaces is used for storing[[ the]] 
data that does not need protection. 

9. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1 , 
characterized in that an ante-falsifving identification is performed to b v-identifYrpng]] t , 

-whether the transmitted [[and/]]or stored data is falsified or not. 

1 0. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 9, 
characterized in that during transmitting or storing data, the ant falsif i cation anti- 
falsifying identification comprises the steps of: 

A. invoking anencrypting algorithm to convert original data to obtain a 
conversion value X; 

B. packing the original data and the conversion value X according to c e rtain a 
format to form adata package; 

C. transmitting or storing the wholo data package; and 

during receiving [[and]]orjreading [[the ]]data, the anti-falsifving identification 
m e thod comprises the steps of: 

A. unpacking the data package according to the aforesa i d same f ormat to obtain 
the unpacked original data and the conversion value X of tho original data ; 



Page 6 of 13 



PAGE 7/14 • RCVD AT 12/18/2009 4:32:47 PM (Eastern Standard Time] * SVR:USPTO-EFXRF-6/1 * DNIS:2738300 • CSID:312 427 6663 ■ DURATION (mm-ss):04*44 



12/18/2009 15:37 FAX 312 427 6663 



LAD AS & PARRY LLP 



©0008/0014 



Application Serial No. 10/534,928 PATENT 
Reply to office action of June 19, 2009 Docket: CU-4207 

B. invoking the encrypting algorithm tho came ao the aforooaid one to calculate 
^conversion value of the unpacked original data to obtain ^conversion value Y; 

C. comparing the calculated conversion value Y and the received-conversion 
value X to see whether they are equal to each other; 

D. if the compared result is that Y and X an nual indicating the data that have 
has_not been falsified, and otherwise indicating that the data havmg-has been falsified. 

1 1 . (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1 or 9, 
characterized by using randomly changeable session key to encrypt the data during the 
data transmission. 

12. (Currendy Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1 1 , 
characterized in that the step of using randomly changeable session key to encrypt data - 
comprises the steps of: < 

A. at the beginning of the data transmission, transmission end transmitting a 
command request of exchanging session key and introducing at least one random 
numbe r at tho samo time ; 

B. after receiving the exchanging session key request, the semiconductor 
memory device randomly creating at least one random number, converting the received 
random number and the created random number by [[the 11 a kev generating algorithm 
to produce a session key, and then returning the random number created by the 
semiconductor memory device to the transmission end; 

C. after the transmission end receives the returned random number, converting 
the received-returned random number and the random number introduced by the 
transmission end itself with the same -key generating algorithm to produce the session 
key. 

1 3. (Currently Amended) The method for realizing data security storage and 
algorithm storage by means of ^semiconductor memory device of claim 1 , 
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characterized in that the data to be protected include^,]] but not limited to, documents, 
passwords, cipher keys, account numbers, digital certificates, encrypting algorithm, self- 
dofining defined algorithm, user information and user self-defined data. 

14. (Currently Amended) A method for realizing algorithm storage by means of a 
semiconductor memory device, meluding -wherein tTa ]]the_semiconductor memory 
device tbatcomprises a controller module, and a universal interface module and a 
semiconductor storage medium module that are electrically connected with the 
controller module, respectively, characterized in that the mrttnrl of algorithm atomuu 
comprises the steps of: 

dividing the semiconductor storage medium module into at least two logic 
memory spaces; 

using at least one of the logic memory spaces for storing an algorithm; 

the controller module receiving input data from the universal interface; 
, the controller module executing [[then ^designated algorithm according to the 
input data, and transmitting a result of t he operation e xecution ra wl^/i* th ft > 
universal interface. 

1 5. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 14. characterized in that the semiconductor 
storage medium module may-be-comprises a storage medium, or a combination of at 
least two storage media. 

1 6. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 14, characterized in that the algorithm is an 
algorithm or several algorithms. 

1 7. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 14, characterized in that the algorithm is an 
algorithm built in the semiconductor memory device or a_serf-defined algorith m or an 
encrypting algorithm . 
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18. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 14, characterized [[by ]]jn that an anti- 
falsifying identificatio n is performed to identrfyfflnq]] whether the transmitted 
[[and/]]or stored data is falsified or not. 

1 9. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 18, characterized in that when- during 
transmitting or storing the data the antMalsifying identification comprises the steps of: 

A. invoking an encrypting algorithm to convert original data to obtain a 
conversion value X; 

B. packing the original data and the conversion value X according to certain a 
format to form a data package; 

C. transmitting or storing the who l e data package; and 

during receiving or reading data the mefted -anti-falsifvina identification 
comprises the steps of: > 

A. unpacking the data package according to the aforesaid f ormat to obtain the 
unpacked original data and the conversion value X of the original data; ^ 

B. invoking the encrypting algorithm tho samo as the abovo ono to calculate a 
conversion value of the unpacked original data t o obtain aconversion value Y; 

C. comparing the calculated conversion value Y and the r e ce i ved -conversion 
value X to see whether they are equal to each other 

D. if the compared result is that Y and X are equal indicating the data has not 
been falsified, and otherwise indicating that the data has been falsified. 

20. (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 14 or 18, characterized by using a randomly 
changeable session key to encrypt the data during the data transmission. 

21 (Currently Amended) The method for realizing algorithm storage by means of a 
semiconductor memory device of claim 20, characterized in that the step of using 
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ession kev to encrypt data comprises the steps 



A. at the beginning of the data transmission, transmission end transmitting a 
command - request of exchanging talk i ng c i phc ^session kev and introducing at least 
one random numbe r at tho samo timo ; 

B. after receiving the exchanging session key request, the semiconductor 
memory device creating randomly at least one random number, converting the received 
random number and the created random number by flthe 11 a kev generating algorithm 
to produce a session key, and then returning the random number created by the 
semiconductor memory device to the transmission end; 

C. after the transmission end receives the returned random number, converting 
the returned rec e ived random number and the random number introduced by the 
transmission end itself with the kev generating s ame-algorithm to produce the session 
key. 
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